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capabilities with preview-stage discovery and containment tools, marking a broader 
shift from treating AI agents as software features to governing them as enterprise 
principals.
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What changed

At TechXchange 2026 in Atlanta on October 27, IBM announced a portfolio of capabilities intended to 

govern AI agents across identity, credentials, evaluation, policy and runtime security.[1] The 

announcement draws together IBM Agent Identity, HashiCorp Vault, watsonx Orchestrate, IBM 

Concert and Terraform policy capabilities rather than introducing a single, uniformly mature product.

IBM Agent Identity became generally available on October 26 after earlier preview announcements.

[2] IBM says it can maintain records of an agent's owner, lifecycle status and delegated authority, 

while HashiCorp Vault supplies short-lived credentials, least-privilege controls and mechanisms for 

revocation.[2] HashiCorp separately describes its agentic identity and access management 

capabilities as generally available.[3] Fierce Network independently reported IBM's use of short-lived 

credentials, continuously evaluated permissions, session revocation and oversight across platforms 

following a media briefing.[4]
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The release status varies materially across the portfolio. IBM lists Agent Identity, HashiCorp Vault 

2.2, watsonx Orchestrate evaluation capabilities, IBM Concert and Terraform policy as generally 

available.[1] By contrast, the newly described watsonx Orchestrate functions for discovering and 

containing agents are in technical preview, while Secure Hub is in public preview.[1] Data Phoenix 

independently reported the same distinction between the generally available identity, credential and 

evaluation functions and the preview-stage discovery, containment and Secure Hub capabilities.[5]

IBM says the preview discovery capability can identify or manage assets associated with Amazon 

Bedrock, Microsoft Foundry and Google Gemini.[1] That is a vendor claim about intended cross-

platform reach, not evidence that the preview capability has been independently validated at 

enterprise scale. IBM and NVIDIA also state that Agent Identity and HashiCorp Vault integrate with 

NVIDIA OpenShell, combining verified identities and scoped credentials with a policy-governed 

runtime.[6] Again, the available research establishes the stated integration, not its performance 

across production environments.

The event is therefore best understood as an integration and packaging milestone. IBM is assembling 

identity records, credential issuance, evaluation, infrastructure policy and runtime controls into a 

broader architecture for agent governance. Some of its foundational controls are available now, but 

the cross-platform visibility and containment layer that would help organizations govern 

heterogeneous agent estates remains in preview. CIOs should not interpret the announcement's 

breadth as evidence that every component is new, production-ready or proven under the same 

operating conditions.

Why it matters

The CIO decision model changes when an AI system can receive delegated authority, obtain 

credentials and act across enterprise environments. A conventional model-selection or application-

security review is no longer sufficient. The deployment decision must also establish who owns the 

agent, what authority it has received, which credentials it can obtain, where policy is enforced and 

how access or an active session can be revoked. IBM's architecture makes those control questions 

explicit by linking ownership and lifecycle records to short-lived credentials, least privilege and 

revocation.[2]
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This moves agent governance upstream. Identity and runtime control become deployment 

prerequisites rather than controls added after a successful pilot. The relevant approval unit is no 

longer only a model, application or vendor. It is the combination of agent identity, delegated authority, 

credential path, runtime environment and control maturity. That combination must be assessed as a 

system because an identity record without enforceable credential restrictions is incomplete, while 

runtime policy without attributable ownership weakens accountability. This is an analytical inference 

from the control architecture IBM has described, not a claim that IBM has already solved every 

implementation problem.

Release status must become part of that decision model. IBM's generally available identity, Vault, 

evaluation and policy components can be evaluated as production products, subject to normal 

enterprise testing.[1] Preview-stage discovery and containment should instead be treated as 

prospective controls whose operating limits still require validation. If a production deployment 

depends on preview discovery to find unmanaged agents or preview containment to stop them, the 

organization is relying on a control that IBM has not designated generally available. The appropriate 

response is not necessarily to reject the architecture, but to separate deployable safeguards from 

roadmap assumptions and require compensating controls for the gap.

Cross-platform ambition also changes procurement. IBM says watsonx Orchestrate can discover or 

manage assets associated with Amazon Bedrock, Microsoft Foundry and Google Gemini, although 

the October 27 capability remains in technical preview.[1] CIOs therefore need to test governance 

coverage against the actual mix of agent platforms in their estates rather than accept a broad 

interoperability statement. The question becomes whether one control architecture can preserve 

ownership, authority and revocation semantics across heterogeneous environments—or whether 

each platform creates a separate policy and evidence boundary.

The durable shift extends beyond IBM. Agents are emerging as governed enterprise principals rather 

than untracked features embedded in applications. That does not make them identical to employees 

or conventional workloads. It does mean their authority must be explicit, bounded and attributable. 

CIOs should consequently require an agent-control case alongside the business case: what the 

agent is authorized to do, how that authorization is technically constrained, what evidence is retained 

and which control can terminate its access.
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Frontier take

The decisive enterprise control point for agentic AI will be delegated authority, not model intelligence. 

Models may influence an agent's behavior, but enterprise exposure is created when an agent is 

permitted to authenticate, receive credentials and take actions. IBM's announcement is strategically 

important because it organizes identity, credentialing, evaluation, policy and runtime enforcement 

around that authority chain rather than presenting agent security as another model-screening feature.

[1]

That framing is stronger than the current maturity of the entire portfolio. IBM Agent Identity and Vault 

provide available foundations for recording ownership and authority and issuing short-lived, scoped 

credentials.[2] Independent reporting also corroborates the emphasis on continuously evaluated 

permissions, session revocation and cross-platform oversight.[4] But the discovery and containment 

functions needed to extend this approach across a heterogeneous estate remain in preview.[5] The 

architecture is therefore more complete than the production evidence presented for all of its 

components.

CIOs should organize agent programs around an authority chain with four linked questions: Who is 

accountable for the agent? What authority has been delegated? How is that authority translated into 

short-lived, least-privilege access? How can the organization interrupt the agent's session or revoke 

its access? A deployment that cannot answer all four should be classified as an uncontrolled 

delegation, regardless of how capable the underlying model appears.

This approach also prevents a common category error: treating agent inventory as agent 

governance. Discovery can identify an asset, but it does not itself prove that the asset has an 

accountable owner, bounded authority or a tested revocation path. Conversely, an identity record 

does not guarantee that every runtime action remains within policy. The control objective is continuity 

from ownership through action and termination. IBM's stated OpenShell integration illustrates the 

intended linkage between verified identity, scoped credentials and a policy-governed runtime, but the 

cited disclosure remains a vendor account of the integration.[6]

The strategic implication is clear: agent platforms should compete not only on orchestration and 

model access, but on whether delegated authority remains attributable and enforceable across the 

full runtime lifecycle. IBM has made that architecture visible. CIOs now need to make it a deployment 

standard rather than assume any single vendor announcement has completed the work.
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Three moves for CIOs

1. — Require an authority manifest before approving any production agent Create a machine-
readable authority manifest for every production agent that identifies its accountable owner, 
lifecycle state, delegated permissions, credential source, runtime and revocation mechanism. Bind 
deployment approval to this record, and require the same identity to appear in access policy and 
operational evidence. Use IBM Agent Identity or an equivalent capability only after verifying that 
the record connects to enforceable credential and runtime controls; IBM says its product records 
ownership, lifecycle status and delegated authority.[2]

• Decision trigger: Block promotion whenever an agent can obtain a credential or invoke an 
enterprise resource but cannot be mapped to one accountable owner, an explicit authority scope 
and a tested revocation path.

• Why now: Generally available identity and credential controls make this an actionable architecture 
requirement rather than a future governance aspiration.[3] Establishing the manifest now also 
prevents preview-stage discovery from becoming the primary method for reconstructing ownership 
after agents have already proliferated.

2. — Separate production controls from preview-dependent assurances Build a control-maturity 
ledger that maps each agent risk to the specific product capability intended to mitigate it, including 
release status, validation evidence and a compensating control. Evaluate IBM's generally available 
identity, Vault, evaluation and policy functions separately from technical-preview discovery and 
containment and public-preview Secure Hub.[1] Do not allow an architectural diagram to collapse 
these stages into one production-ready control plane.

• Decision trigger: Escalate to formal risk acceptance whenever a production deployment's 
inventory, isolation or incident response depends on a preview capability, or whenever removing 
that capability would leave no independently operable control.

• Why now: IBM's announcement combines generally available and preview-stage functions, a 
distinction independently noted by Data Phoenix.[5] A maturity ledger prevents procurement 
breadth from being mistaken for operational completeness and gives CIOs a concrete basis for 
sequencing deployment.

3. — Test revocation across the complete agent session, not only at login Run an adversarial 
revocation exercise spanning identity, credentials and runtime. During an active agent session, 
change or withdraw delegated authority, revoke the associated short-lived credential and verify 
that the runtime stops further actions. Record where policy propagation fails across each 
supported environment. The test should assess the chain IBM describes—identity, scoped 
credentials and runtime policy—rather than validating each component in isolation.[6]

• Decision trigger: Pause expansion to another platform whenever a revoked agent can continue 
using an existing session, obtain replacement credentials outside the approved scope or operate 
without evidence linking its actions to the registered identity.
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• Why now: IBM and independent reporting emphasize short-lived credentials, continuously 
evaluated permissions and session revocation as central agent controls.[4] Testing the full chain 
now is especially important because IBM's cross-platform discovery and containment remain in 
preview, so CIOs should not assume that heterogeneous runtime gaps will be found or closed 
automatically.

Sources

• IBM Introduces Identity and Control for AI Agents, Securing Frontier Intelligence for the Enterprise 
[1]

• IBM Agent Identity is now generally available: Building trust for the agentic era [2]

• Securing AI agents from identity to access to action [6]

• HashiCorp Vault agentic IAM is now generally available [3]

• IBM reins in rogue AI agents with identity and runtime controls [4]

• IBM launches identity and access controls for enterprise AI agents [5]
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01 IBM Introduces Identity and Control for AI Agents, Securing Frontier Intelligence for the 
Enterprise

https://newsroom.ibm.com/2026-10-27-ibm-introduces-identity-and-control-for-ai-agents%2C-securing-frontier-intelligence-for-the-
enterprise

02 IBM Agent Identity is now generally available: Building trust for the agentic era

https://www.ibm.com/new/announcements/ibm-agent-identity-is-now-generally-available-building-trust-for-the-agentic-era

03 HashiCorp Vault agentic IAM is now generally available

https://www.hashicorp.com/en/blog/hashicorp-vault-agentic-iam-is-now-generally-available

04 IBM reins in rogue AI agents with identity and runtime controls

https://www.fierce-network.com/cloud/ibm-reins-rogue-ai-agents-identity-and-runtime-controls

05 IBM launches identity and access controls for enterprise AI agents

https://dataphoenix.info/news/ibm-agent-identity-control-launch

06 Securing AI agents from identity to access to action

https://www.ibm.com/new/announcements/securing-ai-agents-from-identity-to-access-to-action

FRONTIER  /  IBM assembles an AI-agent control stack as d… 08 / 09

https://newsroom.ibm.com/2026-10-27-ibm-introduces-identity-and-control-for-ai-agents%2C-securing-frontier-intelligence-for-the-enterprise
https://newsroom.ibm.com/2026-10-27-ibm-introduces-identity-and-control-for-ai-agents%2C-securing-frontier-intelligence-for-the-enterprise
https://newsroom.ibm.com/2026-10-27-ibm-introduces-identity-and-control-for-ai-agents%2C-securing-frontier-intelligence-for-the-enterprise
https://newsroom.ibm.com/2026-10-27-ibm-introduces-identity-and-control-for-ai-agents%2C-securing-frontier-intelligence-for-the-enterprise
https://www.ibm.com/new/announcements/ibm-agent-identity-is-now-generally-available-building-trust-for-the-agentic-era
https://www.ibm.com/new/announcements/ibm-agent-identity-is-now-generally-available-building-trust-for-the-agentic-era
https://www.hashicorp.com/en/blog/hashicorp-vault-agentic-iam-is-now-generally-available
https://www.hashicorp.com/en/blog/hashicorp-vault-agentic-iam-is-now-generally-available
https://www.fierce-network.com/cloud/ibm-reins-rogue-ai-agents-identity-and-runtime-controls
https://www.fierce-network.com/cloud/ibm-reins-rogue-ai-agents-identity-and-runtime-controls
https://dataphoenix.info/news/ibm-agent-identity-control-launch
https://dataphoenix.info/news/ibm-agent-identity-control-launch
https://www.ibm.com/new/announcements/securing-ai-agents-from-identity-to-access-to-action
https://www.ibm.com/new/announcements/securing-ai-agents-from-identity-to-access-to-action


FRONTIER.

TA K E  T H E  N E X T  S T E P

Push this further.
Research is useful when it changes a decision. Bring us the question, 

the constraint, or the argument you want tested.

RESEARCH /  BR IEF INGS

inquiries@thisisfrontier.ai

Briefings, advisory work, executive discussions, and research inquiries.

REPRINTS  /  L ICENSING

reprints@thisisfrontier.ai

Reprints, enterprise distribution, excerpts, and licensing.

FRONTIER

www.thisisfrontier.ai

Research, Data Insights, News, and the live Frontier corpus.

All rights reserved. Contact Frontier for redistribution or reprint rights.

SEE FURTHER. MOVE SOONER.

mailto:inquiries@thisisfrontier.ai
mailto:reprints@thisisfrontier.ai
https://www.thisisfrontier.ai/

